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About IMPETUS  
 

IMPETUS (Intelligent Management of Processes, Ethics and Technology for Urban Safety) is a 

Horizon 2020 Research and Innovation project that provides city authorities with new means to improve 

the security of public spaces in smart cities, and so help protect citizens. It delivers an advanced, 

technology-based solution that helps operational personnel, based on data gathered from multiple 

sources, to work closely with each other and with state-of-the art tools to detect threats and make well-

informed decisions about how to deal with them. 

IMPETUS provides a solution that brings together: 

• Technology: leverage the power of Internet of Things, Artificial Intelligence and Big Data to 

provide powerful tools that help operational personnel manage physical and cyber security in 

smart cities. 

• Ethics: Balance potentially conflicting needs to collect, transform, and share large amounts of 

data with the imperative of ensuring protection of data privacy and respect for other ethical 

concerns - all in the context of ensuring benefits to society. 

• Processes: Define the steps that operational personnel must take, and the assessments they need 

to make, for effective decision making and coordination - fully aligned with their individual 

context and the powerful support offered by the technology. 

Technological results are complemented by a set of practitioner’s guides providing guidelines, 

documentation, and training materials in the areas of operations, ethical/legal issues and cybersecurity. 

IMPETUS places great emphasis on taking full and proper account of ethical and legal issues.  This is 

reflected in the way project work is carried out, the nature of the project’s results and the restrictions 

imposed on their use, and the inclusion of external advisors on these issues in project management. 

The cities of Oslo (Norway) and Padova (Italy) have been selected as the site of practical trials of the 

IMPETUS solution during the project lifetime, but the longer-term goal is to achieve adoption much 

more widely. 

The work is carried out by a consortium of 17 partners from 11 different EU Member States and 

Associated Countries. It brings together 5 research institutions, 7 specialist industrial and SME 

companies, 3 NGOs and 2 local government authorities (the trial sites).  The consortium is 

complemented by the Community of Safe and Secure Cities (COSSEC) – a group established by the 

project to provide feedback on the IMPETUS solution as it is being developed and tested. 

The project started in September 2020 with a planned duration of 30 months. 
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Executive Summary 

 

The main objective of this deliverable is to describe all the tools that are being used in IMPETUS and 

that conform the Cybersecurity Framework, or the Technologies that are being integrated and 

producing the project’s toolkit.  

 

The tools descriptions’ goal is to explain how these tools work and which kind of functionalities each 

of them covers. The description includes: 

• The responsible partner 
• The tool technological readiness level to understand their maturity in terms of product ready of 

being implemented and used. 

• The data sources to know what the required inputs are of each one of the tools. 

• The tool data delivery. 

• The tool functionalities, as a brief explanation of the expected outcomes of each one and what are the 

end-users needs that they cover. 

 

An extensive cooperation with all WP3 participants has been conducted during the writing of this 

document, when we were mainly focused on understanding and defining the technological and ethical 

aspects of the technologies for public safety in smart city environments. The definition of the tools is 

serving a close collaboration with other WPs, that focus on Requirements, Ethics, Technical 

Development and Platform Integration, Operations and Platform Evaluation, as all of these areas are 

being developed in an iterative manner. The understanding of how the tools work and what they offer 

is of key importance for many participants from different backgrounds and perspectives in the project.  

 

During the definition process of the Secure Smart City Tool Development module, we have been able 

to know first-hand the maturity and readiness of each of the tools that the Cybersecurity Framework 

will contain. We had the chance to do an assessment of what is possible to obtain by using each of the 

different tools and how to generate more value to secure smart cities when combining them. Also, a 

joint work with WP2 to understand how to integrate the tools and how these tools will interact between 

them has been done, and that uses the information presented in this document as a basis.   
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List of Abbreviations  
 

Abbreviation Explanation 

WP Work Package 

TRL  Technology Readiness Level 

SaaS Software as a Service 

UI   User Interface 

GUI  Graphical User Interface 

ATP Adenosine TriPhosphate 

LAN Local Area Network 

SOC Security Operations Center 

SMD Social Media Detection tool 

FD Firearm Detector tool 

BD Bacteria Detector tool 

CTI Cyber Threat Intelligence tool 

PTI Urban Anomaly Detector tool 

WMS Workload Monitoring System tool 

EO Evacuation Optimiser tool 

CTDR Cyber Threat Detection and Response tool 

SIEM Security Information and Event Management 

 

Table 1: List of Abbreviations 
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1 About this deliverable 

1.1 Intended readership/users  
 

The primary audience of the deliverable is the project consortium. 

A secondary target audience are the stakeholders of the project: stakeholders of public safety 
solutions for smart cities, possible end-users, and third-party technology providers. 

 

1.2 Why would I want to read this deliverable?  
 

The main goal of this document is to provide a complete and understandable high-level description 
of the nine tools that will constitute the IMPETUS integrated toolkit, covering the complete physical 
and cybersecurity value chain.  

 

The tools are one of the central actives for the development of IMPETUS’ Technologies or 
Cybersecurity Framework, which combined with the Operational and Ethical Framework will form the 
decision-making solution. A complete and understandable description of them will serve as a 
common source of information across the project participants and stakeholders. This document aims 
to serve as a common ground for further discussions, both in Work Package 3 (WP3) and the rest of 
the project activities.   

 

The description of the tools is key for further and parallel processes in the project, including but not 
limited to the definition and integration of the platform, the user interface definition, the platform’s 
usability, the requirements (platform, solution, frameworks, ethics) of the project and the project’s 
piloting and validation of the platform. 

 

1.3 Structure  
 

This document consists of a set of sections (Sections 2-11) with the same structure, each of them 
describing one of the tools in the Cybersecurity Framework for IMPETUS. The structure of the sections 
was made based on a working document (spreadsheet). Each partner was provided with an identical 
template to fill the spreadsheet, letting the document authors to fill and format the sections. 

 

Each of these chapters contains: 

A high-level, understandable, and clear tool description and, if existing, the tool internal or 
commercial name. 

• The Technology Readiness Level (TRL) determined for the tool, based on the status of each 
independent tool. 

• A description of the data sources that each tool consumes and a brief explanation of how the 
data produced by the tool is or can be delivered and/or presented to the end-user. 

• A structured description of each of the tool’s functionalities, that includes the following fields: 
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o Description 
o User roles 
o Maturity  
o Interface (service, methods, data structures) 

 

1.4 Other deliverables that may be of interest  
 

The work done in WP3 and the necessary adaptations of the tools for its integration in the IMPETUS 
platform, and to be aligned with the scope of the project is fully dependent on the rest of the project’s 
results. However, this is a list of the deliverables that are strongly connected to WP3 and this 
deliverable: 

• D1.1 - Local Context of Partner Cities 

• D1.2 - Requirements for public safety solutions 

• D2.1 - Platform architecture, requirement specifications and test plan 

• D4.1 - Data analytics and ingestion-based access control initial report 

• D9.1 - Exploitation strategy and plan 
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2 Secure Smart City Module Development  

2.1  Initial Modular proposal 
 

 The initial modular proposal was defined considering the three following work package tasks:  

• Task 3.1 (Detection solutions). The goal of this task was to combine proactive tools for threat 
identification, using data sources such as social media, surveillance camera feeds and other 
similar sensor measurements. Such data sources can be processed with artificial intelligence 
and statistics techniques (e.g., machine learning and natural language processing), to discover 
and warn urban safety operators about potential underlying threats affecting their systems. 

 

• Task 3.2 (Simulation & analysis solutions). The goal of this second task was to combine the 
proactive information collected and processed in Task 3.1, with a second batch of tools 
providing threat analysis and decision-making features, such as automated processing of 
physical security threats and technical vulnerabilities affecting computational and networked 
resources, to simulate the consequences of each threat. 

 

• Task 3.3 (Intervention solutions). The goal of this third task was to close the loop with reactive 
tools capable of facing the list of identified threats with the appropriate countermeasures. 
This includes the combination of different approaches targeting the affected systems, to 
autonomously evaluate changes in the environment and adapt them prior responding to the 
threats. For instance, by combining the monitoring process with the selection of response 
plans, both at physical and cyber layers. 

  

Hence, the initial driving idea was to separate tools into three main modules used to:  

• identify threats (T3.1), 

• explore the consequences if those identified threats occur (T3.2), and 

• prepare an optimized response to neutralize the threats (T3.3). 

  

Following this modularity, nine tools were grouped according to the schema shown in Table 3. 

Tool Task 

Social Media Detection (SMD) 

Task 3.1: Detection solutions Firearm Detector (FD) 

Bacteria Detector (BD) 

Breach & Attack Simulation (BAS) 

Task 3.2: Simulation & analysis solutions Cyber Threat Intelligence (CTI) 

Urban Anomaly Detector (UAD) 

Workload Monitoring System (WMS) 

Task 3.3: Intervention solutions Evacuation Optimiser (EO) 

Cyber Threat Detection and Response Tool (CTDR) 
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Table 2. Initial group of tools. 

 

2.2 Decisions made in Deliverable 3.1. 
 

After some individual analysis on the tools, during the WP3 initial discussions, the modular approach 
(Detection solutions, Simulation & analysis solutions, and Intervention solutions) seemed to be out 
of date.  

 

While the tools could be superficially categorised by the modules defined, the type of activities, data 
sources and pace of progress didn’t seem to be aligned among them. It made more sense to define 
the IMPETUS toolkit as a set of nine independent tools.  

 

The platform definition processes that are being carry out in parallel to WP3 in WP1 (functional, non-
functional and platform requirements) and WP2 (architecture and technical requirements) are even 
identifying integration scenarios where some tools that are prone to be sharing data amid themselves 
were not even included in the same module at the beginning. One clear example for this is the direct 
collaboration between cybersecurity tools: Cyber Threat Intelligence, Breach & Attack Simulation, 
and Cyber Threat Detection and Response Tool. 

 

With regards to each preliminary defined module, the planned completion and/or integration of each 
tool (or some of its functionalities) is not always aligned with the rest of the tools integrated in that 
module. In terms of internal Work Package and Task organization, this situation made us consider 
that it was more efficient to track progress for each of the tools independently rather than keeping 
track of the completion of each of the initial tasks defined (T3.1 to T3.3). 

 

The new WP subdivision is as shown in Table 3. 

 

Current task Initial task Tool name (in DoA) 
Updated tool/task 

name 

T3.1.1 

T3.1: Detection 
solutions 

Social Media Detection 
(SMD) 

Social Media Detection 
(SMD) 

T3.1.2 
Weapon and Face 
Detection (WFD) 

Firearm Detector (FD) 

T3.1.3 
Biochemical Risk  
Detection (BRD) 

Biological Risk Detection 
(BRD) 

And lastly to: Bacteria 
Detector (BD) 

T3.1.4 - - 
WP3 Management and 
strategic planning 
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T3.2.1 

T3.2: Simulation & 
analysis solutions 

Breach & Attack 
Simulation (BAS) 

Breach & Attack 
Simulation (BAS) 

T3.2.2 
Cyber Threat 
Intelligence (CTI) 

Cyber Threat 
Intelligence (CTI) 

T3.2.3 
Physical Threat 
Intelligence (PTI) 

Urban Anomaly 
Detector (UAD) 

T3.3.1 

T3.3: Intervention 
solutions 

Human Computer 
Interaction (HCI) 

Workload Monitoring 
System (WMS) 

T3.3.2 
Physical Threat 
Response Optimization 
(PTRO) 

Evacuation Optimiser 
(EO) 

T3.3.3 
Cyber Threat Response 
Optimization (CTRO) 

Cyber Threat Detection 

and Response Tool 

(CTDR) 

 

Table 3. New WP subdivision. 

 

During the definition process of this toolkit, all WP3 participants also reached the consensus of 

stablishing the term ‘tool’ as the correct way to refer to all the different toolkit parts, since terms like 

‘module’, ‘component’ or ‘solution’ were leading to confusion during the working sessions. Hence, 

the agreement was to always use the more appropriate term (‘tool’). 

 

Moreover, some tool/subtask names were modified to be described more accurately: 

• Firearm Detector tool was previously called Weapon and Face Detection. Currently, the 

Firearm Detector Tool constantly anonymizes all the biometric data unless an anomaly is 

detected (more details in section 4).  

• Bacteria Detector tool was previously called Biochemical Risk Detection since this tool is a 

microbial air analyser rather than a biochemical agent's detector. 

• Cyber Threat Detection and Response tool, previously called Cyber Threat Response 

Optimization tool has been renamed to reflect better the tool purpose. 
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3 Social Media Detection tool (SMD)   
 

3.1 Basic information 
 

The Social Media Detection tool, which commercial name is Insikt Spotlight, is a unique platform, 

which collects and analyses massive amounts of online public data to help Law Enforcement and 

Investigative Professionals detect specific written content, powered by Artificial Intelligence 

methods, Data Mining, Text Mining with Natural Language Processing, Deep Learning, Big Data 

Analysis, and Social Network Analysis in order to leverage cutting edge algorithms to surface hidden 

insights and cut through the noise to effectively neutralise and prevent terror, crime and threats 

affecting cities. 

 

Responsible 
Partner 

Insikt Intelligence – INS 

Tool 
internal/commerci
al name 

Insikt Spotlight - https://www.insiktintelligence.com/our-

solutions/spotlight-osint/ 

Technology 
Readiness Level 
(TRL) 

TRL 7 - System prototype demonstration in operational environment. 

Data Sources Social Media Detection will make use of data (text and metadata) from social 

media -Twitter- and comments sections from local newspapers in Oslo - 

document.no, reset.no, vg.no and dagbladet.no and Padova – 

mattinopadova. 

After the raw data is collected, the data is anonymised or pseudonymised 

accordingly. If a user/client does not have the permits to recover the raw 

data, then the system will encrypt the data and will not have a 

deanonymization key giving him/her no option to deanonymize the data.  

Tool data delivery SaaS and UI. 

Description  https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-

solution/14-solutions-eng/40-social-media-detection  

Manual  https://www.impetus-

project.eu/images/TOOLS_PDFS/Manuals/SMD_User_Manual_47z67g1z3a6

q4.pdf   

 

 

3.2 Tool Functionalities 

 

3.2.1 Online data acquisition 
 

https://www.insiktintelligence.com/our-solutions/spotlight-osint/
https://www.insiktintelligence.com/our-solutions/spotlight-osint/
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/40-social-media-detection
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/40-social-media-detection
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/SMD_User_Manual_47z67g1z3a6q4.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/SMD_User_Manual_47z67g1z3a6q4.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/SMD_User_Manual_47z67g1z3a6q4.pdf
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Description 

The data is automatically acquired, given a frequency 
specified for each project. The sources of the data are:  

Online Sources from social media: 

• Twitter 

• YouTube 

• TikTok 

Online Sources from Local Press: 

• document.no 

• reset.no 

• vg.no 

• dagbladet.no 

User roles 
Analyst - Investigator who looks for potential threats that 
are published, organized, promoted or enhanced in online 
social media and local newspapers. 

Maturity 
Ready - Scraper of local online newspapers of Padova and 
Oslo have been developed for the project. 

Interface (service, methods, 
data structures) 

By creating a project, the user selects which are the sources 
that want to include in the investigation. The tool Integrates 
scrapers adapted to each source. All the acquired data are 
showed in the dashboard as encrypted or anonymised data 
and within the different analysis. 

 

Table 4. SMD features. 

 

i. Linguistic feature identification 

Description 

Seven different methodologies of Natural Language 
Processing [NLP, i.e., AI applied to text] are applied in 5 
languages [English, Italian, Norwegian, French and Arabic] to 
analyse the content of the public online text from different 
perspectives: Concepts extraction, Key Ideas extraction, 
Topic classification, Hate Speech detection, Entities 
extraction, Hashtag detection and Sentiment analysis.   

User roles 
Analyst - Investigator who looks for potential threats that 
are published, organised, promoted or enhanced in online 
social media and local newspapers. 

Maturity 
Ready - New list of topics could be customised to improve 
the analysis if cities are interested. Norwegian NLP has been 
added for the project. 

Interface (service, methods, 
data structures) 

Computational linguistic methodologies:  

* Post tagging, tokenization and stopword removal for text 
processing.  
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* Classification of topics based on cosine distances in 300-
dimensional word embeddings.  

* Detection of linguistic patterns to extract the key ideas and 
concepts of text.  

* Network analysis applied to describe interactions between 
users.  

Dashboard with graphs for user-friendly visualization of the 
results: bar plots, 2-D graphs, word clouds, tables and 
network graphs. Word embeddings allow to convert text to 
numerical vector, which is key for computational linguistic 
methods. SMD integrates the tokenizers based on 
XLMRoberta cross-lingual tokenizers and the aligned word 
embeddings trained in Wikipedia in English, Italian, 
Norwegian, French and Arabic.  

 

Table 5. SMD text analysis features. 

 

 

Figure 1. Social Media Detection (SMD) main dashboard. 
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ii. Hate Speech Detection 

Description 
The texts extracted from the social media and the local 
newspapers are analysed to evaluate the degree of hate 
speech they have. 

User roles 
Analyst - Investigator who looks for hate speech in online 
social media and local newspapers. 

Maturity 
Ready - These models can be improved along the project 
with new data sets of the cities. 

Interface (service, methods, 
data structures) 

Supervised machine language models trained from 
XLMRoberta cross-lingual pre-trained model. Transfer 
learning methods applied to multilingual text classifiers of 
hate speech content. 

Table 6. SMD hate speech features. 

 

iii. Real-Time Environment 

Description 
The functionalities of Insikt Spotlight have been developed 
to run in a low processing time in all the workflow. 

User roles 
Analyst - Investigator who looks for potential threats that 
are published, organised, promoted, or enhanced in online 
social media and local newspapers. 

Maturity Ready - Low processing time in all the workflow 

Interface (service, methods, 
data structures) 

Low processing time in all the workflow. Near-real time. 

Table 7. SMD real-time analysis. 

iv. Deanonymization 

Description 

Functionality that allows to recover pseudonymised personal 
data by authorised parties. 

This is only available for the users that have this option 
active and the raw data has been pseudonymised. In the 
case of the anonymised data, this feature is not available.  

User roles 
Authorised analyst - Authorised parties for accessing to 
personal data. 

Maturity 
In progress - We are working in the implementation of this 
functionality and its integration in the dashboard. 

Interface (service, methods, 
data structures) 

The dashboard shows pseudonymised data. It means that all 
usernames and nicknames used in SM and local newspapers 
have been previously pseudonymised and these codes are 
the information shown. These codes can be converted to the 
original personal data by using the deanonymization 
functionality. The deanonymization will be only possible for 
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those authorised user roles who will have a key that will 
allow the de-encryption. 

The system only decodes ONE data at a time, but it will be 
shown throughout the whole dashboard. So every instance 
of that data in the dashboard will be shown in its raw form 
while the project is open. If the user leaves or closes the 
project, the data will reappear pseudonymised. The data is 
NOT deanonymized in the database, it is only visible 
temporarily in the user’s local machine. This information is 
not stored.  

In order to do the deanonymization, the system will ask for 
the user’s password to verify that he/she is the valid user. 
After validating, the system will ask for the specific data that 
the user wants to decrypt and a motive for doing so. This is 
kept as a log for future reference to monitor all the 
deanonymization that takes place in the system.  

Table 8. Anonymization process. 
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4 Firearm Detector tool (FD)  
 

4.1 Basic information 
 

SAMSON is an AI (artificial intelligence) that uses already installed surveillance cameras to detect 

small magazine fed weapons as well as assault rifles. The instant a weapon enters the camera field of 

view, SAMSON shares a real-time alert. Here is a detailed motion graphics workflow of the proposed 

solution: https://workspace.cimediacloud.com/r/GfA1BqXGH26U  

 

The anonymized Firearm Detector Tool constantly obfuscates/anonymizes people including their 

biometric data such as clothing, gender, face. When an anomaly is detected such as a small magazine 

fed handgun or assault rifle, then all biometric data is revealed and shared in real-time with the SOC’s 

(Security Operation Control) dispatcher. 

Responsible Partner Cinedit  www.cinedit.com 

Tool internal / 
commercial name 

SAMSON 

Technology 
Readiness Level 
(TRL) 

TRL 7 – System prototype demonstration in operational environment 

Data Sources Data Sources: 4K (8 Mega Pixels) and 5 Mega Pixels surveillance cameras 

with IR leds (night mode on monochrome) with a shutter speed of at least 

120th/sec. 

Tool data delivery UI, edge device and AI retraining. 

Description  https://www.impetus-project.eu/index.php/impetus-outputs/the-

impetus-solution/14-solutions-eng/32-firearm-detector-eng  

Manual  https://www.impetus-

project.eu/images/TOOLS_PDFS/Manuals/FD_User_Manual_9w423yj42v2

sp.pdf  

 

4.2 Tool Functionalities 
 

4.2.1 Firearm Detector 

Description 

Using already installed surveillance cameras, SAMSON 
detects small magazine fed weapons. The instant a weapon 
enters the camera field of view, an alert is instantly shared 
with the relevant teams. 

User roles Dispatcher at SOC 

Maturity SAMSON is mature for indoor environments using 2MP, 5MP 
and 8MP (Mega Pixels) surveillance cameras. It can 

https://workspace.cimediacloud.com/r/GfA1BqXGH26U
http://www.1702ai.com/
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/32-firearm-detector-eng
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/32-firearm-detector-eng
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/FD_User_Manual_9w423yj42v2sp.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/FD_User_Manual_9w423yj42v2sp.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/FD_User_Manual_9w423yj42v2sp.pdf
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successfully detect weapons as long as the pixel density 
across the weapon is 25*25 pixels. 

Interface (service, 
methods, data structures) 

Alerts are displayed in our UI dashboard (see Figure 3 and 
Figure 4) and are pushed to a local directory.  

 

Table 9. FD features. 

 

 

 

Figure 2. FD UI. 

 

 

 

Figure 3. Detection of firearms. 
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Figure 4. Detection of firearms with the FD tool. 

 

 

 

 

Figure 5. Login to the FD tool. 
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5 Bacteria Detector tool (BD) 
 

5.1 Basic information 
 

The BD is an air analyser aimed at detecting microorganism’s concentration in public area (train 

station, subway, hospital, festival, theatre). The device will transmit these data to a monitoring 

station. 

The tool is made up of two parts that are respectively air-biocollector and an ATP analyser. The 

biocollector collects and catches the airborne particles in water volume, this is the sample. The ATP 

analyser part is designed by GLBiocontrol and called GLOW’N’CARE. The method used is ATP-metry 

to quantify the microorganisms in the air. Indeed, ATP (Adenosine TriPhosphate) is easy to use, this 

organic compound provides energy to drive many processes in living cells and is found in all known 

forms of life as human cell, bacteria cell and fungi cell. It can therefore be assumed in case of biological 

threat, the concentration in ATP will be higher due to the bacteria concentration in the air.  

The ongoing step is to physically and digitally connect both tools for creating the BD. Indeed, the air 

caught in the volume is transferred in the ATP-analyser and the data is sent to the platform. The BD 

prototype is aimed at reaching TRL 6 by being deployed in real environment. This procedure allows 

the BD to be property calibrated.  Data aggregation is necessary in both partner cities to define what 

the relevant threshold is in case of a bio-terror attack. Additionally, the next goal is to deploy the BD 

so it can be remotely controlled using the partner cities LAN. 

 

Responsible Partner UdN and IMT 

Tool internal / 
commercial name 

Microbial air analyser 

Technology 
Readiness Level (TRL) 

TRL 6 – Technology demonstrated in relevant environment 

Data Sources The data collected is to define the concentration of microorganisms 
suspended in the air. Given our environmental data, we do not use 
anonymization or any pseudonymization. 

Tool data delivery The data will be delivered using the Apache Kafka as a framework. 

Description  https://www.impetus-project.eu/index.php/impetus-outputs/the-

impetus-solution/14-solutions-eng/36-bacteria-detector  

Manual  https://www.impetus-

project.eu/images/TOOLS_PDFS/Manuals/BD_User_Manual_5s5d4f411v

74j.pdf  

 

 

5.2 Tool Functionalities 
 

https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/36-bacteria-detector
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/36-bacteria-detector
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/BD_User_Manual_5s5d4f411v74j.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/BD_User_Manual_5s5d4f411v74j.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/BD_User_Manual_5s5d4f411v74j.pdf
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5.2.1 Biocollector 
 

Description 

The air-biocollector collects and catches air 
microorganisms in a small volume of water.  

The air-biocollector is compounded in an inlet for an 
automatic filling and an outlet to transfer the sample to 
the ATP analyser.   

User roles Technician or operator.  

Maturity TRL 6 

Interface (service, methods, 
data structures) 

A program has been developed to control a remote 
sequence. Plus, a local and html interface has been 
designed to drive the BD remotely. 

 

Table 10. Bicollector features. 

 

5.2.2 ATP- analyser  
 

Description 

The ATP-analyser is a commercial device. It was 
modified and adapted to receive the air sample from 
the air-biocollector. 

The ATP-analyser is compounded in an inlet for 
receiving the air sample and a cell for measurements to 
define the concentration of microorganism present in 
the air.  

User roles Technician or operator  

Maturity TRL 7 

Interface (service, methods, 
data structures) 

A specific program allows to communicate and to 
automate all the measurements. 

 

Table 11. ATP analyzer features. 

 

5.2.3 Data sending 
 

Description 
The sent data includes four types of information: ATP 
levels, the internal standard values, ATP concentrations 
as well as the ATP concentration per unit of air. 

User roles Technician or operator  

Maturity TRL 6 
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Interface (service, methods, 
data structures) 

Below is a sample of shared data output: 

 

R0: Background signal noise. 

R1: Measure of ATP in RLU (Relative Light Unit) 

R2: The measure in RLU after addition of internal 
standard (1000 pg of ATP).  

Conc: Quantity in pg of ATP/ml 

AirConc: Concentration of ATP per unit of air (m3)  

 The analysis results are stored in a .csv file in the BD and 
sent through secured FTP to the IMPETUS platform. The 
data history can be downloaded from the BD dashboard 
as a log file.      

 

Table 12. Data sending features. 
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6 Cyber Threat Intelligence Tool (CTI)   
 

6.1 Basic information 
 

Cybersixgill continuously collects and exposes the earliest possible indications of risk, moments after 
they surface on the clear, deep, and dark web. 

 

Our proprietary algorithms extract data from a wide range of sources, including content from limited-
access deep and dark web forums, underground markets, invite-only messaging groups, code 
repositories, paste sites and clear web platforms, as well as an unparalleled archive of indexed, 
searchable historical data from as early as the 1990s. 

 

This data is processed, correlated, and enriched with machine learning techniques to create profiles 
and patterns of malicious threat actors and their peer networks, and deliver critical insight into the 
nature, source, and context of each threat. 

 

Our extensive body of threat intelligence data can be consumed through various solution offerings 
and integrations, each addressing critical customer pain points and use cases. These solutions are 
scalable, searchable, and seamlessly integrated into existing security stacks, arming teams with 
critical insights to proactively block threats before they materialize into attacks. 

 

Responsible 
Partner 

Sixgill – SG 

Tool internal / 
commercial 
name 

Cybersixgill - https://www.cybersixgill.com 

Technology 
Readiness Level 
(TRL) 

TRL 7 - System prototype demonstration in operational environment. 

Data Sources Cyber threat intelligence tool provides market-leading coverage of 

underground sources and platforms. The tool collection spreads from the 

Clear, Deep and Dark web, and beyond  

Clear web: Paste sites, Reddit, 8chan, NVD, Twitter, GitHub 

Deep and dark web: Open and closed (invite-only) forums, Markets, Credit 

card markets, Paste sites, IRC channels, Dread,  Zeronet. 

Beyond: Open and closed (invite-only) Telegram groups and channels, Open 

and closed (invite-only) QQ groups, Rogue apps, Phishing domains. 

Tool data 
delivery 

SaaS and UI. 

https://www.cybersixgill.com/
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Description  https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-

solution/14-solutions-eng/49-cyber-threat-detection-and-response  

Manual  https://www.impetus-

project.eu/images/TOOLS_PDFS/Manuals/CTI_User_Manual_s548rg1j7p43a.

pdf  

 

 

6.2 Tool Functionalities 
 

6.2.1 Actionable Alerts – main feature for the IT operators 
 

Description 

Pre-configured and automatically updated alerts and 
insights according to vertical and use case. Automatic 
mapping of the organization's assets, for triggering 
imminent and emerging alerts. 

User roles IT operators/specialist  

Maturity TRL-7 

Interface (service, methods, 
data structures) 

Cybersixgill Portal is a cloud-based platform (SaaS). 

Allowing the user to log in from any location. Its only 

need is an internet connection. 

The alerts will be displayed in the IMPETUS dashboard, 

allowing the user to quickly see the status of it and easily 

access the portal and resolve them.  

 

Table 13. CTI Actionable alerts. 

 

6.2.2 Investigation module 
 

Description 

Deep dive into any escalation in real-time and 
understands the context. Research threat actor’s profile 
and activity history. Review and analyze across 
languages, sites, timeframes, types of products, topics, 
entities, and more. 

Allow the user to track and manage an ongoing 
investigation by attaching pieces of information under a 
specific case, as well as sharing this information and 
progress with other colleagues 

User roles IT operators/specialist 

Maturity TRL-7 

https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/49-cyber-threat-detection-and-response
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/49-cyber-threat-detection-and-response
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/CTI_User_Manual_s548rg1j7p43a.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/CTI_User_Manual_s548rg1j7p43a.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/CTI_User_Manual_s548rg1j7p43a.pdf
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Interface (service, methods, 
data structures) 

Cybersixgill Portal is a cloud-based platform (SaaS). 

Allowing the user to log in from any location. Its only 

need is an internet connection. 

 

Table 14. CTI Investigation module. 

 

6.2.3 CVE module 
 

Description 

Provides users total context regarding trending CVEs in 
the deep and dark web, and predicts the immediate risks 
of vulnerabilities with a higher probability of being 
exploited. 

User roles IT operators/specialist 

Maturity TRL-7 

Interface (service, methods, 
data structures) 

Cybersixgill Portal is a cloud-based platform (SaaS). 

Allowing the user to log in from any location. Its only 

need is an internet connection. 

 

Table 15. CTI CVE Module. 
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7 Urban Anomaly Detector tool (UAD) 
  

 

7.1 Basic information 
 

Algorithms for the construction of anomaly detection models and event classification models. 

 

 

Responsible 
Partner 

CINI 

Tool internal / 
commercial name 

The tool includes two Machine Learning algorithms: Spark-GHSOM [1] and 

DENCAST [2] which can perform Anomaly Detection and Event Detection. 

The algorithms are now being integrated into the UAD tool. 

Technology 
Readiness Level 
(TRL) 

TRL 7 – System prototype demonstration in operational environment 

Data Sources Structured (possibly labelled) data from sensors. The data are automatically 
generated by the sensors, and, in the general scenario of IMPETUS, they 
should not contain any personal data. If any personal data is provided, 
these data will be removed or anonymized by means of rolling hashing 
functions. The tool can process geo-referenced time series for any measure 
that can be collected by available sensors (e.g., temperature, PM10, 
pedestrians flow, traffic). 

Tool data delivery 1st version delivery: Sept 2021. 2nd version delivery: July 2022 

Description  https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-

solution/14-solutions-eng/39-urban-anomaly-detector  

Manual  https://www.impetus-

project.eu/images/TOOLS_PDFS/Manuals/UAD_User_Manual_8m72t57m7

xie7.pdf  

 

 

7.2 Tool Functionalities 
 

7.2.1 Identify if the current sensor data is anomalous or normal 
 

Description 

Functionality that allows the system to notify when an 
anomalous phenomenon occurs. An anomaly is identified 
when a time series does not follow the expected 
behaviour, according to historical data and according to 

https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/39-urban-anomaly-detector
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/39-urban-anomaly-detector
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/UAD_User_Manual_8m72t57m7xie7.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/UAD_User_Manual_8m72t57m7xie7.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/UAD_User_Manual_8m72t57m7xie7.pdf
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the behaviour of data in the (spatial) neighbour. The 
algorithm Spark-GHSOM is adapted for this functionality. 

User roles 
Analyst - Who can check what caused the anomaly to 
emerge by analysing the importance of the variables 
under analysis. 

Maturity 

Ready – Integrated with the other tools and integrated in 
the Big Data Analytics platform in WP4 (INPUT) and the 
IMPETUS platform (OUTPUT). The method is capable to 
process a dataset by catching possible and interpretable 
anomalies through a ranking of the variables under 
analysis. 

Interface (service, methods, 
data structures) 

The IMPETUS platform receives the alert, which 
represents the anomaly, from the tool. The dashboard 
can ask the tool to notify which sensor and/or variable of 
analysis are relevant for the anomaly and ask some 
aggregate data to show the trend of such variables. 

 

Table 16. UAD features. 

 

7.2.2 Identify the class of threats of an unclassified sensor data 
 

Description 

Functionality that allows to notify different users when a 
specific threat is identified from the sensor data. The tool 
can process geo-referenced time series for any measure 
that can be collected by available sensors (e.g., 
temperature, PM10, pedestrians flow, traffic). The 
algorithm DENCAST is adapted for this functionality. 

User roles 

Analyst - Who can check what type of threat the current 
data is referring to among the set of predefined threats. 
If data are provided in streaming, the alerts can be 
generated in quasi-real time and the analyst can act 
immediately. 

Maturity 
Ready - The event classifier method is implemented and 
tested. Integrated in the Big Data Analytics platform in 
WP4 (INPUT) and the IMPETUS platform (OUTPUT). 

Interface (service, methods, 
data structures) 

The IMPETUS dashboard receives the class, which 
represents the identified threat, from the tool. The 
dashboard can ask the tool to notify which sensor and/or 
variable of analysis are relevant for the anomaly and ask 
some aggregate data to show the trend of such variables. 

 

Table 17. UAD type of threats. 
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7.2.3 Interaction with anomaly detectors and event classifiers via REST APIs 
 

Description 
The machine learning model states could be changed to 
explicitly switch from one state to another depending on 
the specific needs 

User roles 

Data Analyst - Investigator who looks at the current state 
of the anomaly detector or event classifier and decides to 
switch from a particular state to another for a particular 
reason. For example, the user can manually force the 
learning process (training phase) to update the models 
on the basis of new data arrived. If the user does not 
manually force the start of the learning process, it is 
automatically started according to some periodicity. 

Maturity Ready  

Interface (service, methods, 
data structures) 

The methods take data from data sources via REST APIs 

and generate output in JSON format, which is sent to the 

IMPETUS platform via Kafka queues. 

 

Table 18. UAD REST API. 

 

 

  



D3.4 Tool Development Final Report V1.00   2022-11-15 

The research leading to these results has received funding from Horizon 2020, the European Union's                              Page 31 of 46 
Framework Programme for Research and Innovation (H2020) under grant agreement n° 883286. 

8 Workload Monitoring System tool (WMS) 
  

8.1 Basic information 
 

Workload Monitoring System (WMS) tool assesses human operator mental workload based on neuro-
physiological measurements. 
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Figure 6. Integration of WMS in the IMPETUS platform. 

 

 

Responsible 
Partner 

Thales 

Tool internal / 
commercial 
name 

WMS / Workload Monitoring System 

Technology 
Readiness Level 
(TRL) 

TRL 6 – Technology demonstrated in relevant environment 

Data Sources The WMS Tool is dependent on the operator’s neuro-physiological signals 
that are captured through the tools’ sensor set. The sensors will be chosen 
depending on the user preference and will likely encompass an EEG 
(ElectroEncephaloGram) sensor, to capture brain activity, and a PPG 
(Photoplethysmogram) sensor to measure heart rate. Both sensors are built 
in a single device (a headband). The training data will be collected once, on a 
personal basis, to create a personalized model for each user. A set of features 
will be extracted from that data. This feature set data will be transferred to 
Thales premises where it will be used to train the workload assessment 
machine learning models.   The assessment model will be deployed on a 
secured USB drive, which will be in the possession of the individual who the 
model belongs to. 

Tool data 
delivery 

The WMS Tool sends real-time Assessment and Alert Data on the operator 

and team’s workload state. The tool can also send Data Quality Alerts and 

information about the WMS tool system state.  

The WMS Tool service will be deployed as a module within the IMPETUS 

Platform Product on premisses. The sensor set and corresponding data 

acquisition units will be deployed on site. 

Description  https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-

solution/14-solutions-eng/43-workload-monitoring-system  

Manual  https://www.impetus-

project.eu/images/TOOLS_PDFS/Manuals/WMS_User_Manual_29w38t94vz0va.pdf  

 

 

8.2 Tool Functionalities 
 

8.2.1 Custom Sensor Set 
 

https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/43-workload-monitoring-system
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/43-workload-monitoring-system
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/WMS_User_Manual_29w38t94vz0va.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/WMS_User_Manual_29w38t94vz0va.pdf
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Description 
A custom sensor set is designed based on the task and 
user requirements, as described in chapter 9.4. 

User roles SOC Operator, WMS tool Technician. 

Maturity 
Off the shelf sensors, signal acquisition software 
operational. 

Interface (service, methods, 
data structures) 

physical contact, one set per desk. 

 

Table 19. WMS functionalities. 

 

8.2.2 Realtime Data Acquisition and Quality Check 
 

Description 
The Data Acquisition is used to acquire sensor data from 
an operator and check for data quality. 

User roles  SOC Operator, WMS tool Technician. 

Maturity In progress, first version operational. 

Interface (service, methods, 
data structures) 

debug UI, alerts to IMPETUS PLATFORM. 

 

Table 20. WMS data acquisition and quality check. 

 

8.2.3 Data Feature Extraction for personalized ML model 
 

Description Realtime feature extraction for ML model. 

User roles WMS tool Technician. 

Maturity In progress, first version operational. 

Interface (service, methods, 
data structures) 

debug UI, LSL (Lab Streaming Layer). 

 

Table 21. WMS features extraction. 

 

8.2.4 Personal Model Trainer 
 

Description 
Train the personal workload assessment Machine 
Learning model. Done one time per operator, using a 
custom calibration task. 

User roles WMS tool Technician. 
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Maturity In progress, first version operational. 

Interface (service, methods, 
data structures) 

debug UI, model put on secured USB stick. 

 

Table 22. WMS personal model trainer. 

 

8.2.5 Assessment 
 

Description Realtime assessment of operator sensor data. 

User roles SOC Operator, SOC Team Supervisor. 

Maturity 
In progress. Framework has been developed. Optimizing 
on feature selection.  

Interface (service, methods, 
data structures) 

personal unit with model loaded (secured USB stick). 

 

Table 23. WMS assessment. 

 

8.2.6 Alert System 
 

Description Operator alerts on basis of the assessments. 

User roles WMS tool Technician. 

Maturity 
In progress. Module must be adapted to the IMPETUS 
platform (under design).  

Interface (service, methods, 
data structures) 

Tool internal message communication bus (MQTT), 
alerts sent to IMPETUS PLATFORM (Kafka). 

 

Table 24. WMS Alert System. 

 

 

 

  

https://mqtt.org/
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9 Evacuation Optimiser tool (EO) 
  

9.1 Basic information 
 

Responsible Partner CPAD 

Tool internal / 
commercial name 

Thunderhead Enginerring – Pathfinder 
(https://www.thunderheadeng.com/pathfinder), third party software for 
egress simulation 

Technology 
Readiness Level 
(TRL) 

TRL 5 

Data Sources People counters, when available, which defines the total number of 

people within an area. 

Tool data delivery Set of guidelines 

Description  https://www.impetus-project.eu/index.php/impetus-outputs/the-

impetus-solution/14-solutions-eng/44-evacuation-optimiser  

Manual  https://www.impetus-

project.eu/images/TOOLS_PDFS/Manuals/EO_User_Manual_38k0nn21vz0

g8.pdf  

 

 

9.2 Tool Functionalities 
 

Please look at EO user manual for details. 

 

9.2.1 Egress simulations 
 

Description 
Egress simulations are performed via Pathfinder software 

to identify area guidelines for the users 

User roles EO tool Technician 

Maturity TRL 9 – Pathfinder is a commercial product 

Interface (service, methods, 
data structures) 

Pathfinder exports some raw data to be interpreted – not 
to be used directly by SOC operator. 

 

Table 25. EO simulations. 

 

9.2.2 Egress guidelines 
 

https://www.thunderheadeng.com/pathfinder
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/44-evacuation-optimiser
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/44-evacuation-optimiser
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/EO_User_Manual_38k0nn21vz0g8.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/EO_User_Manual_38k0nn21vz0g8.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/EO_User_Manual_38k0nn21vz0g8.pdf
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Description 
Guidelines can be used by SOC operator to optimize 

action. 

User roles SOC operator. 

Maturity TRL 5 

Interface (service, methods, 
data structures) 

Guidelines are available via web interface. 

 

 

Table 26. EO guidelines. 
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10 Cyber Threat Detection and Response tool (CTDR) 
  

 

10.1 Basic information 
 

The Cyber Threat Detection and Response tool is based in Prelude OSS, the freeware version of 
Prelude SIEM3, which is a Security Information and Event Management (SIEM) tool, for the generation 
and reporting of cybersecurity alerts. Under the scope of the IMPETUS project, we will refer to either 
Prelude OSS or Prelude SIEM as Prelude, for simplicity reasons.  

 

It is composed of monitoring software that collects and processes events created by other tools (e.g., 
events stored in the log files of an antivirus, network firewalls or intrusion detection systems).  
Additionally, alerts can also be displayed and explored by security analysists via graphical user 
interface (GUI) dashboards. 

 

In the IMPETUS project, Prelude is extended with the use of the ELK stack5, which is the abbreviation 

for three open-source projects, namely Elasticsearch, Logstash and Kibana. The goal of the Cyber 

Threat Detection and Response tool is to add further processing and reporting capabilities to Prelude, 

as well as to provide new dashboards to cybersecurity analysts.   

 

The alerts from the SIEM are mapped with an attack graph generator output and a vulnerability 

ontology to prioritise actions that should be taken to mitigate the risk. Attack graph generation is 

possible based on output of Nessus scan. It was previously planned to enrich and process inputs from 

other cybersecurity tools (e.g., XM Cyber’s BAS tool).  The following figure represents the framework 

before XM Cyber departure. 

 

 



D3.4 Tool Development Final Report V1.00   2022-11-15 

The research leading to these results has received funding from Horizon 2020, the European Union's                              Page 38 of 46 
Framework Programme for Research and Innovation (H2020) under grant agreement n° 883286. 

 

Figure 7. Prelude-ELK flow chart showing the inputs, processes, and outputs. 

 

The figure represents the framework after XM Cyber departure. Functionality and results provided 

by Prelude-ELK are highlighted in blue. Functionality and results by vulnerability scanners like Nessus 

are highlighted in orange. Missing functionality and results, previously covered by the tool of XM 

Cyber, are highlighted in red. 
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Figure 8. Prelude-ELK flow chart after XM Cyber departure showing the inputs, processes and outputs. 

 

Elasticsearch allows indexing and processing unstructured data. It also provides a distributed web 

interface to access the resulting information. Logstash is the parsing engine associated with 

Elasticsearch for collecting, analysing, and storing logs. It can integrate many sources simultaneously. 

Finally, Kibana is a data visualization platform that provides visualization functionalities on indexed 

content in Elasticsearch. Users can create dashboards with charts and maps of large volumes of data. 

Nessus Essentials is a free a security scanner. It is used to discover vulnerabilities. The output of a 

Nessus scan can be exported as an XML file that then is exported in the attack graph generator to 

generate a pro-active attack graph. The mapping between a pro-active attack graph, the alerts and 

the ontology allow updating the attack graph to have an assessment that consider the system changes 

and the position of an adversary in the system. 

 

Responsible 
Partner 

IMT  

Tool 
internal / 
commercial 
name 

Prelude SIEM (https://www.prelude-siem.com/) – This tool is developed by a third 

party. 

Prelude OSS (https://www.prelude-siem.org/) – Also developed by a third party. 

https://www.prelude-siem.com/
https://www.prelude-siem.org/
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ELK Stack (https://www.elastic.co/what-is/elk-stack) – Developed by third parties. 

MulVAL (https://github.com/risksense/mulval) - Developed by third parties. 

Vulnerability Database Ontology  

(https://github.com/usnistgov/vulntology/blob/master/CONTRIBUTING.md) - 

Implemented by third parties. 

Attack Graph Generator – Developed by IMT. 

Technology 
Readiness 
Level (TRL) 

TRL 6 – Technology demonstrated in relevant environment 

Data 
Sources 

Unstructured recording of events (e.g., log files from an operating system or 
network device) using the syslog format (cf. RFC 54246).  Nessus scan output. 

Tool data 
delivery 

Web interface 

Description  
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-

solution/14-solutions-eng/46-cyber-threat-intelligence  

Manual  
https://www.impetus-

project.eu/images/TOOLS_PDFS/Manuals/CTDR_User_Manual_a5y8t7o0q7234.pdf  

 

 

10.2 Tool Functionalities 
 

10.2.1 Receive logs 
 

Description 

Prelude-ELK is installed as a service on a Docker container, 
configured to receive syslog files from the components of 
the monitored system, using events messages on an IP 
network. 

User roles Security analysts via dashboards 

Maturity 
TRL 6 - Dockerised version of Prelude-ELK, composed of 
containers and configurations. 

Interface (service, methods, 
data structures) 

Use of RFC 5424 (syslog) interface for the collection of 
logs.  

 

Table 27. CTDR logs. 

 

10.2.2 Generate alerts 
 

https://www.elastic.co/what-is/elk-stack
https://github.com/risksense/mulval
https://github.com/usnistgov/vulntology/blob/master/CONTRIBUTING.md
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/46-cyber-threat-intelligence
https://www.impetus-project.eu/index.php/impetus-outputs/the-impetus-solution/14-solutions-eng/46-cyber-threat-intelligence
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/CTDR_User_Manual_a5y8t7o0q7234.pdf
https://www.impetus-project.eu/images/TOOLS_PDFS/Manuals/CTDR_User_Manual_a5y8t7o0q7234.pdf
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Description 
Based on automated rules to generate cybersecurity 
IDMEF alerts. 

User roles Security analysts via dashboards. 

Maturity 
TRL 6 - Dockerised version of Prelude-ELK, composed of 
containers and configurations. 

Interface (service, methods, 
data structures) 

Prelude-ELK already installed on the containers. An alert 
database, in which the alerts of Prelude-ELK will be 
stored, is also installed, and configured as a container. 

 

Table 28. CTDR Alerts. 

 

10.2.3 Correlate alerts 
 

Description 

Based on automated rules to correlate and generates 
cybersecurity alerts. For example, when a user tries to get 
remote access several time on a machine, Prelude-ELK 
will correlate previous alerts into a new ‘Brute Force’ 
alert. 

User roles Security analysts via dashboards 

Maturity 
TRL 6 - Dockerised version of Prelude-ELK, composed of 
containers and configurations. 

Interface (service, methods, 
data structures) 

Prelude-correlator tool and required scripts, already 
installed on a container in the Dockerised version of 
Prelude-ELK. 

 

Table 29. CTDR alerts correlations. 

 

10.2.4 Visualize alerts 
 

Description 
Visualization of events and processed alerts, either in 
raw, IDMEF or additional formats. 

User roles Security analysts via dashboards. 

Maturity 
TRL 6 - Dockerised version of Prelude-ELK, composed of 
containers and configurations. 

Interface (service, methods, 
data structures) 

Standard and extended Prelude-ELK dashboards, already 
installed on containers in the Dockerised version of 
Prelude-ELK.  

 

Table 30. CTDR alerts visualization. 
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10.2.5 Timeline visualization 
 

Description 
Visualization of events and processed alerts, either in 
raw, IDMEF or additional formats, and its distribution 
across time (e.g., using chart bar diagrams). 

User roles Security analysts via dashboards. 

Maturity 
TRL 6 - Dockerised version of Prelude-ELK, composed of 
containers and configurations. 

Interface (service, methods, 
data structures) 

Standard and extended Prelude-ELK dashboards, already 
installed on containers in the Dockerised version of 
Prelude-ELK.  

 
Table 31. CTDR timeline visualization. 

 

10.6.6 Attack Graph Generation 

Description 
A graphical representation of the attacker paths to 

compromise the system. 

User roles Security analysists via dashboards. 

Maturity 
TRL 6 - Dockerised version of Prelude-ELK, composed of 
VMs, containers and configurations. 

Interface (service, methods, 
data structures) 

Attack graph generator, already installed on container in 
the Dockerised version of Prelude-ELK. 

 

Table 32. CTDR attack graph generation. 

 

10.2.6 Attack-Defense Graph 
 

Description 
A graphical representation of the attacker paths and the 
countermeasures that can be applied on the 
vulnerabilities to mitigate them. 

User roles Security analysts via dashboards. 

Maturity 
TRL 6 - Dockerised version of Prelude-ELK, composed of 
containers and configurations. 

Interface (service, methods, 
data structures) 

Standard and extended Prelude-ELK dashboards, already 
installed on containers in the Dockerised version of 
Prelude-ELK. 

 

Table 33. CTDR attack defense graph. 
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10.6.8 Alerts to IMPETUS 

Description 
When a vulnerability is exploited, alerts are sent to the 
IMPETUS platform. 

User roles Security analysts via dashboards. 

Maturity TRL 6  

Interface (service, methods, 
data structures) 

IMPETUS Platform 

 

Table 34. CTDR alerts to Impetus. 

 

10.6.9 Attack Graph Enrichment based on attack simulation 

 

Description 

The attack graph is updated when a vulnerability 

exploited can cause the exploitation of another 

vulnerability or when new paths conducing to the goal 

are discovered. 

User roles Security analysts via dashboards 

Maturity 
TRL 6 – Simulation on virtual network allow 
demonstrating the attack graph enrichment. 

Interface (service, methods, 
data structures) 

Standard and extended Prelude-ELK dashboards, already 
installed on containers in the Dockerised version of 
Prelude-ELK. 

 

Table 35. CTDR attack graph enrichment. 

 

10.6.10 Attack-Defense Graph Enrichment based on attack simulation 

Description 

The attack-defense graph is updated when a 

vulnerability exploited can cause the exploitation of 

another vulnerability or when new paths conducing to 

the goal are discovered. 

User roles Security analysts via dashboards. 

Maturity 
TRL 6 – Simulation on virtual network allow 
demonstrating the attack-defense graph enrichment. 

Interface (service, methods, 
data structures) 

Standard and extended Prelude-ELK dashboards, already 
installed on containers in the Dockerised version of 
Prelude-ELK. 

 

Table 36. CTDR attack-defense graph enrichment. 
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11 Conclusion 
  

 

At this point, a general observation regarding the tools for the IMPETUS project is that we have 
reached the expected maturity of the toolkit overall. If we compare the Technology Readiness Level 
(TRL) of the starting point for each of the tools in the project's definition, we will see that many of the 
tools have achieved the expected level of maturity by the end of the project.  

 

Regarding the EO tool, it has been modified after detecting some conflicts with the scope of the 
specifications included at the beginning of the project. To align with the user requirements (in WP1) 
and to optimize the EO tool impact, this tool has required additional development and adaptation. 
To reflect the situation, we consider it more appropriate to categorize EO tool maturity as TRL 5.  

 

The UAD TRL level included in the previous deliverable (3.1) was considering the maturity of the 
algorithms used in it (Spark-GHSOM8 and DENCAST9) but not the tool overall. We have corrected the 
situation in this document by indicating the actual TRL of the tool (TRL 7). 

 

Another relevant perspective regarding diversity, in terms of maturity and divergent projection of 
each of the tools, is to highlight that not only the maturity level is planned to be different for all the 
tools at the beginning and the end of the project. The partners have also different objectives 
regarding their tools. Some of the tools are mature enough to be integrated into the IMPETUS 
platform, with no other development expected. However, other tools required modification of 
components -such as data connectors or operational capabilities- that bring the opportunity to the 
responsible partners to obtain a much more mature product.    

 

To summarize, during the development of WP3, we established TRL Scale 7 as the standard for 
determining the maturity level of each of the tools and all the tools have achieved this level or higher, 
except EO. 
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